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Introduction

• Lonnie Dworkin
• CompuFor Forensics and Forensics4U 

• Scottsdale AZ

• Digital Forensic Examiner

• Prog. Mgmt. Professional & Electrical Engineer

• 30+ years of experience in communications, systems, computers, and 
software
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2. Identify Evidence Opportunities
3. Safely Collect Evidence
4. Cell Phone Extraction Types
5. Manage Client Expectations
6. Search a Cell Phone Extraction
7. Generate a Filtered Cell Phone Report
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CDRs vs Cell Phone Extractions

Call Detail Records (CDR) Cell Phone Extraction
Obtained from: Sprint, Verizon, T-Mobile AT&T etc. Obtained from cell phone or backup

Doesn’t require cell phone Requires cell phone

Location of 1st and last cell tower connections Approximate location of cell phone (Towers, Wifi, EXIF

SMS events, but not content SMS, MMS message content

Report contains:
1. Tower location plots w/azimuth, and approximate 

ranging to towers.
2. Voice and SMS history

Report contains:
1. Geo-location date (photos, other)
2. Voice and Various Messaging App Content
3. Installed applications
4. 3rd Party app content
5. Internet history
6. Log files
7. Other
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Identify Evidence Opportunities

• No cell phone, no problem
• Check for backups on computers (i.e. iTunes, Android 3rd party apps)
• iCloud backups
• Google account backups
• Forgotten older devices
• Devices from the other participents



Desired 
Learning 
Objectives

1. CDRs vs Cell Phone Extractions
2. Identify Evidence Opportunities
3. Safely Collect Evidence
4. Cell Phone Extraction Types
5. Manage Client Expectations
6. Search a Cell Phone Extraction
7. Generate a Filtered Cell Phone Report



Safely Collect evidence

• If powered on, place in ”Airplane” mode (AP)
• If powered off, can leave powered off
• If powered on but don’t currently have

passcode to turn off, use Faraday bag.



Cell / Tablet Evidence Preservation

• Place device in “Airplane” mode, if powered on.
• Safeguard against remote wipe
• Safe guard against remote sync and delete

• If powered off, leave off.
• Powered-off, may not be sufficient !!

• Recommended practice, 
• Use RF shield for storage and transport.

• Minimize interacting with device
• Don’t risk deleting
• Don’t create additional evidence (i.e. accidental photos)



Maintain Event Log

• Document device:
• Serial #
• Make and Model
• Storage capacity
• Date/time, received /  released
• Date & Time placed into AP mode
• How it was secured
• Passcode, swipe code
• General physical condition of device

• Watch out for bloated Li batteries
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Extraction Types

• Not all methods are supported on all devices
• Logical
• File System
• Physical
• Alt-Physical Methods: Rooting and jail-breaking

• Runs the risk of “bricking” cell phone.
• Not recommended.
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Manage Client Expectations

• CSI Effect
• “It Depends”
• Can all email be extracted?

• Depends on:
•  installed webkits
• model and firmware version
• installed security certificates
• available extraction methods

• Alt-Method: Preserve email directly via ISP (Google, Proton, Outlook)
• Can deleted text messages be recovered?

• Native apps– database sync / vacuum command
• Caution when using unvetted recovery applications, avoid affectecting SQLite db.
• Recovery of messages from 3rd party apps (FB Messenger, WhatsApp, etc.)



Manage Client Expectations

• Can passcodes be broken or avoided?
• Some iPhone and Android models and firmware releases have potential
• Extraction techniques
• Brute-force attacks
• Don’t get locked out ! !

• Forensic Tools Publish Compatibility
• Supported Devices and App Decoding
• Research device ahead of time
• Documented extraction and decoding support is not always correct.

• Tools and capabilities are always changing.



Photo and Video Metadata

• Exchangeable Image File (EXIF) Data
• Used with still, video, audio and other media formats
• Standard tags
• device information
• Image information
• Location information

• Not all tags always populated
• Requires device GPS to be operational



Photo Metadata - example
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Video Metadata - example

• Doesn’t require user action
• Requires active GPS
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Wireless Network

• Doesn’t require user action
• Doesn’t require active GPS
• BSSID can indicate general location
• Basic Service Set Identifier

• Operational GPS add accuracy
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Cellebrite Cell Phone Reports

• Support various report formats
• Excel
• PDF
• Cellebrite Reader(*.UFDR)
• Others

• PDF
• Easy to search
• Use PDF Reader
• Web Browser default not recommended
• Difficult to customize for disclosure
• Slow searching for large page counts (Few pages to many thousands)



Cellebrite 
PDF Report 

File 
Structure



Cellebrite 
PDF Report 

File 
Structure

TIP: Directly view images, views and other 
common file types directly.



Sample Cell Phone Extraction Report



Activity Data



Sample Cell Phone Report



Sample Cell Phone Report



Sample Cell Phone Report



Cellebrite Reader

• File extension *.UFDR
• Requires Cellebrite Reader

• Included with UFDR file
• Enables custom report generation in any of Cellebrite’s supported formats
• Fast searching
• Perpetual Tagging Supported
• May need to set time zone.
• Deselect “Check All”



Launch
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Reader



POP-UP:
“Activate 

Later”



POP-UP:
“Activate 

Later”

• UFDR file should load automatically
• Load progress bar – lower right corner
• May take awhile
• Minimum recommended computer hardware

• Windows 10 / 11
• I5 or better
• 8 GB RAM or better



POP-UP:
Confirm 

Time-Zone



Tools 
Settings



Settings:
Check all …



Settings:
Check all … RUN DEMO
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Create Report with Cellebrite Reader

• Confirm Time Zone
• Use “Tags” to ”Check” records for inclusion
• Customize Report Title Page
• Use Wizard to export “Checked” records.
• Save work before exiting viewer.
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Forensics4U LLC – Flat Fee Forensic Images
• Forensics4U mission to enable those who need access to court-accepted forensic extractions / 

image of their mobile device, USB thumb drive, or computer hard drive.
• Forensics4U enables the customer to manage their own forensic data and analysis costs.

• Forensics4U makes it easy! 
• Just complete an online request form, along with a services agreement and checkout. You’ll receive a prepaid 

shipping label to ship your device to Forensics4U. 
• You will be kept informed every step of the way. Once your device arrives at our labs, we'll perform the 

forensic extraction / imaging and save the results onto an external Forensics4U drive. 
• We will return your device, along with the forensic extraction, extraction process report, and a pdf report 

summarizing key information present on your device.

• We include our easy-to-use guide to help you perform keywords searches against the PDF report.

• Visit our website, www.Forensics4U.com, to order service.

http://www.forensics4u.com/

